
Key Highlights

Re-inventing Internal 
Controls in the Digital Age



Cloud Internet of 
things

Artificial 
Intelligence

Blockchain

Control Analytics 
& Virtual Reality

Robotic Process 
Automation

Drones

Key emerging 
technologies

Cloud providers have high standards of 
controls that can be passed on to their 
customers, e.g. control certifications 
and attestations of their technology 
control environment, along with tools to 
help organisations deliver their internal 
control objectives.

Data privacy and data residency risks 
and related regulations. Cybersecurity 
risks may also increase due to the use 
of third party infrastructure and multiple 
data centres for applications and data.

A network of physical objects, 
embedded with sensors and 
computing which enables it to 
collect, send and act on data. 
Placing sensors on “Things” can help 
to collect data about them and their 
environment.	

Increased connectivity will increase 
cyber risks. Larger volumes of data, 
easily accessible from multiple 
points, give rise to data privacy risks.

Artificial intelligence (AI) and machine 
learning will transform internal 
controls and audit by augmenting 
human decision making. AI can 
help identify and predict control 
weaknesses or failures.	

AI must be used responsibly. 
Organisations need to make AI 
explainable and take it out of the 
“black box”. Biased training data 
can produce biased algorithms and 
predictions. 

Blockchain is a decentralised ledger 
of transactions across a peer-to-peer 
network. It allows participants to 
transact with each other securely and 
transparently without the need for a 
central authority. 

While blockchain technology in itself 
is highly secure and reliable, it does 
not provide account/wallet security. 
Credential and key management is 
crucial to protecting digital assets 
stored on the blockchain.

Control analytics applies analytic 
techniques to transaction and financial 
data on a continuous basis to identify 
control weaknesses or failures. When 
combined with visual analytics and 
virtual reality, multi-dimensional 
analysis of controls and their impacts 
can be studied in greater detail.

Analytics relies on the right coding. 
If data analysts are too remote from 
the business, there is a risk of invalid 
results being relied upon by the 
business users. Data can also be 
deliberately manipulated to present 
misleading trends and results.

RPA (robotic process automation) 
allows organisations to digitise 
repetitive and error prone manual 
processes and internal controls. A 
company can embed thresholds and 
guidelines into automated processes, 
expediting testing and risk compliance. 

RPA software can be manipulated or 
hacked. This could generate a variety 
of risks to the organisation, including 
data privacy risks.

Drone inspections contribute to safety, 
precision and efficiency. The ability to 
share video and images with customers 
enhances level of service.	

Air traffic rules must be followed to 
prevent collisions. Data privacy can 
become an issue if drone operators 
collect vast amounts of data, including 
confidential or sensitive information 
about property or behaviours. 



Creating value for our clients, people 
and communities is at the heart of 
PwC. With a common purpose to build 
trust in society and solve important 
problems, we are a network of firms 
in 158 countries with more than 
250,000 people who are committed 
to delivering quality in assurance, 
advisory and tax services. Our highly 
qualified, experienced professionals 
help organisations solve their business 
issues as well as identify and maximise 
the opportunities they seek. Our 
industry specialisation allows us to 
co-create solutions with our clients for 
their sector of interest. 

PwC Singapore has been recognised 
as Best in Audit Services (CFO 
Innovation Awards 2018, 2017, 2015); 
People & Talent Award (Biennial 
Singapore Accountancy Awards 
2018); Graduate Employer of the Year 
(Singapore’s 100 Leading Graduate 
Employers Award 2011-2017); Best 
Practice Award (Biennial Singapore 
Accountancy Awards 2016, 2015);  
and Best Tax Advisory (HFM Awards  
Asia 2015). 

PwC refers to the PwC network and/or 
one or more of its member firms, each 
of which is a separate legal entity.

ACCA (the Association of Chartered 
Certified Accountants) is the global 
body for professional accountants. 
We aim to offer business-relevant, 
first-choice qualifications to people 
of application, ability and ambition 
around the world who seek a rewarding 
career in accountancy, finance and 
management.

Founded in 1904, ACCA has 
consistently held unique core values: 
opportunity, diversity, innovation, 
integrity and accountability. 

We believe that accountants bring 
value to economies in all stages of 
development. We aim to develop 
capacity in the profession and 
encourage the adoption of consistent 
global standards. Our values are 
aligned to the needs of employers 
in all sectors and we ensure that, 
through our qualifications, we prepare 
accountants for business. We work 
to open up the profession to people 
of all backgrounds and remove 
artificial barriers to entry, ensuring that 
our qualifications and their delivery 
meet the diverse needs of trainee 
professionals and their employers.

We support our 208,000 members and 
503,000 students in 179 countries, 
helping them to develop successful 
careers in accounting and business, 
with the skills required by employers. 
We work through a network of 104 
offices and centres and more than 
7,300 Approved Employers worldwide, 
who provide high standards of 
employee learning and development. 

Through our public interest remit, 
we promote appropriate regulation 
of accounting and conduct relevant 
research to ensure accountancy 
continues to grow in reputation and 
influence.

The INSEAD Emerging Markets 
Institute (EMI) is a leading think tank 
for the creation and dissemination 
of credible and timely information 
on issues related to business 
management, economic development 
and social progress in the emerging 
economies.

This includes the development of 
cutting edge pedagogical materials, 
research publications and data sets.

EMI creates knowledge through 
research and disseminates it for 
practical application by the individuals, 
organizations and governments who 
seek to leverage the opportunities 
offered by these dynamic economies. 
Based at the Asia campus in 
Singapore, and set up in partnership 
with the Economic Development Board 
of Singapore, the Emerging Markets 
Institute reflects the changing focus 
of global growth and emphasises 
INSEAD’s commitment to the region.  
 
INSEAD’s three campuses in 
Fontainebleau, Singapore and  
Abu Dhabi provide the unique 
advantage ofgeographical proximity  
to emerging countries across the globe.

For more information, please visit  
www.pwc.com/sg

For more information, please visit  
https://www.accaglobal.com/sg 

For more information, please visit  
https://www.insead.edu      



In this report, we consider key 
emerging technologies and their  
impact on an organisation’s internal 
control environment.

Referencing COSO’s integrated 
internal control framework, we look at 
how organisations use robotics, IoT 
sensors, drones, cloud computing, 
advanced analytics, AI and blockchain 
to strengthen their controls. 

How will this new environment affect 
our views of what ‘’internal’’ controls 
are? What does it mean for corporate 
governance?
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New technologies bring about new 
risks, particularly around cybersecurity 
and data privacy. Balancing innovation 
with safety and security is critical to 
mitigate risks. 

This report assesses these risks and 
evaluates technologies for designing 
and strengthening the internal control 
frameworks of the future.
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