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Introduction

• Established HSBC’s group geopolitical risk function, embedding geopolitical considerations into the 
group’s strategy, management decision-making and risk frameworks/activity

• Covering investment and corporate banking, markets and asset management, trade finance and 
other banking services

• Prior career in national security and intelligence roles for the UK government

• Work with firms across industry sectors to develop approaches, frameworks and internal operating 
models that support agile responses to rising geopolitical instability

• Key groups include boards, risk and IA teams amongst others

• Best practice geopolitical risk guidance for boards, management teams, heads of risk/IA teams



Agenda

• Key geopolitical issues and a changing risk paradigm for organisations

• The geopolitical risk management challenge for firms

• Changing risk function approaches & a new Operating Model & Framework?

• Risk function case studies

• How this looks at board level

• Q&A (but ask throughout!)
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Key Geopolitical Themes
&

Changing Risk Paradigms



What’s Going On? The Big Issues…..

• Russia-Ukraine-NATO
• US-China
• Iran Nuclear/MENA
• US international trade, financial 

and economic policy
• Politics driving fiscal risk (EZ, 

US, UK)



The End of History – Or a Guide to Geopolitical and Business Transition



A question for you

How would you say your organisation views geopolitical risk issues?

(A) An episodic problem on the odd occasion that, for example, one country invades another

(B) Primarily a source of financial impacts from geo-economic policymaking by governments

(C) A pervasive source of risk with enterprise-wide impacts

(D) Other/Not Sure



"We only operate in stable markets, so geopolitical risk isn't a problem for us"

Changing Paradigms
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The Risk Management Challenge



As geopolitics become more antagonistic, direct 
and indirect business impacts are multiplying:

• Macroeconomic, financial and trade challenges

• Increasing use of geo-economic policy 
measures (tariffs, investment restrictions, 
sanctions)

• Instability in financial/commodities markets

• Operational and cyber disruptions

• Investor perceptions and broader reputation

• Legislative, regulatory and licensing 
requirements

• Supply chain integrity and input standards

• ESG issues

• Legal entity structures

• Geopolitics affects companies in different 
ways, so understanding/interpretations vary

• Is it a supply chain issue? A sanctions 
challenge?

• Think more widely about impacts

• Financial and operational impacts, as well as 
market footprint and strategy

• 2nd/3rd order impacts, across the demand 
and supply sides of business models

• Trends versus shocks

What is Geopolitical Risk for a Company? An Impact Lens







The Risk Management Challenge in Firms

“I’m concerned that 
our approach to 

geopolitical risk is 
scattergun and 

reactive”

Board Risk 
Committee Chair, UK 

Financial Firm

• Lack of C-Suite expertise (“not on the syllabus at HBS”)

• Affects different functions                fragmented responses

• Non-linear trajectories/prediction & foresight challenge

• Impact assessment challenge – 2nd/3rd order impacts: ‘what does this 
mean for us and how do we join the dots?’

• Hard to quantify (“can’t measure, can’t manage”)

• Outside direct control

• Subjectivity, human biases, multiple viewpoints (or “this is something 
the board discuss, so we leave it to them”) 

• Lack of governance and risk management frameworks – no playbook

• Reactive, piecemeal approaches
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Evolving Risk Function Approaches:
A New Operating Model/Framework for 

GR?



A question for you

How would you describe your risk function’s approach to geopolitical risk?

(A) It’s on the risk register but our approach is otherwise informal – we discuss when needed

(B) Some structure applied to specific risk exposures and impact areas

(C) Comprehensive and structured processes leading to holistic/enterprise mitigation strategies 

(D) Other/We don’t focus on it



Emerging Risk Management Responses – An FS Perspective

“The compliance by 
multinational 
corporations with their 
legal or regulatory 
obligations in one 
jurisdiction may be 
seen as supporting the 
law or policy 
objectives of that 
jurisdiction over 
another, creating 
additional reputational 
and political risks for 
the Group”

FTSE 100 Bank Annual 
Report



A question for you

How does your team or organisation analyse geopolitical developments?

(A) We occasionally draw on external analysis and otherwise monitor media coverage

(B) Some of our teams routinely draw on external analysis to support their work, but this is not 
always shared more widely
(C) We have dedicated internal expertise to monitor geopolitical issues and guide proactive risk 
management
(D) Other/We don’t focus on it



An Operating Model – Key Foundations

A Framework generally needs to reflect/address:

• A likely absence of geopolitical risk expertise internally
• Increasingly multifaceted and indirect/2nd &3rd order geopolitical risk impacts

And so, at its centre, a good framework requires:

• Analytical capability – ongoing access to geopolitical insight/expertise
• Ability to coordinate work across relevant LoBs and 2nd line functions
• Capacity to identify risks on the basis of their business impacts 
• An owner! (…..why not the CRO?) to drive work across teams



Key Parameters
• Sector-agnostic
• Flexible application
• Organisational maturity
• Deployment a process, not event
• In-house vs out-source
• Navigating 3 Lines expectations
• Locking onto opportunity as well as Risk



The Geopolitical Risk Agenda – Some Preliminary Questions?

• Do management teams consider geopolitical factors?

• Who leads internal work on geopolitical issues, or is this spread across different teams? 

• Do we map our geopolitical risk exposures?

• What specialist analytical capability do we use to monitor material geopolitical issues?

• Do we integrate geopolitical factors into financial viability modelling?

• Risk function activity, approach and integration (across financial and non-financial risk)
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Recent Examples 



How are Risk Functions Evolving Approaches?

Client Case Study 1: European-domiciled electronics manufacturer

• Supplying stock control and labelling technology to large retail

• International markets, big US concentration

• Substantial Chinese equity investor and China R&D/manufacturing via 3rd markets 

• Head of Risk asked for Taiwan scenarios – qualitative impact assessment driven by 
expert analysis and scenarios tested with government officials and independent 
experts



How are Risk Functions Evolving Approaches?

• Impacts analysed via PRL

• Scenario-based

• Preliminary impact assessment

• Mapped a wide range of 
impacts

• Highlighted unconsidered 
impact considerations 

• Fed into E-W Task Force 
approach



Best Practice for Approaching Geopolitical Risk

• Map via business line 
& 2nd line function

• Captures an E-W 
picture

• Opportunities



How are Risk Functions Evolving Approaches?

Case Study 2: Ireland-domiciled international research organisation

• Approached by the GC/CoSec to review her ERM team’s evolving approach to 
geopolitical risk management

• International markets and research partnerships, including x-geopolitical faultlines

• Wide-ranging exposures (strategic, financial, operational/research security, legal & 
compliance and reputational)

• Review ERM Framework, Risk Register, RACI allocations, risk function analytical and 
monitoring capabilities, internal processes and workflows, strategic mitigation 
projects



How are Risk Functions Evolving Approaches?
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Boards:
High-Level Governance Themes



• Does the board have access to the right sources of insight to give adequate warning of 
disruptive geopolitical events and expert insight into material geopolitical issues?

• Who provides the board with bespoke impact assessment of geopolitical risks?

• How does geopolitical volatility drive our emerging and principal risks  and does the 
firm's RMF and internal control framework addresses these? 

• Can we learn how peer firms and their boards are responding to geopolitical risk?

• Could we use the board committees, processes and workflows to facilitate 
understanding of our geopolitical risk exposures?

• Could we make more use of our external stakeholder relations to identify emerging 
geopolitical concerns amongst investors, regulators and governments?

The Governance Scene: Evolution in Board Approaches?



• Bespoke briefings and expert insight into geopolitical risks, supported by Sibylline's 
Senior Advisers – former senior diplomats, intelligence officers and military personnel

• Organisational risk exposure and impact assessment for boards, risk and ExCo teams

• Reviews of organisational and RMF approaches to geopolitical risk

• Ongoing global geopolitical risk insights, intelligence and risk monitoring packages to 
support decision-making by relevant functions within firms

• Development of geopolitical risk frameworks to support decision-making processes

• Tailored GR training packages for up-skilling risk functions and other corporate teams

• Thought leadership output and best practice guidance for boards/board committees and 
risk teams

How We Support Risk Teams



Thank you! 

Q&A

Navigate a complex world with confidence 

Email

Derek.leatherdale@sibylline.co.uk

Website

www.sibylline.co.uk / www.sibylline.com

Telephone

+44 (0)20 3411 0697
+44 (0)7856 754 265
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